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This will describe how to connect a personal
computer to the schools wireless network.

First step is to get a Personal Wireless Device Request form from one of
the Technology Coordinators:
Curt.Vlaminck@k|2.sd.us * Paul.Berndt@k12.sd.us * Chuck.Henson@k]|2.sd.us

Download the security certificates.
You will need to do this next step for each security certificate:
Right on one of the certificates click and

then click “Install Certificate”.
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The Certificate Import Wizard will come up. Click “Next”. Then choose
“Place all certificates in the following store” and then click “Browse”.

Certificate Import Wizard El

Certificate Import Wizard E

Certificate Store
Certificate stores are system areas where certificates are kept,

Welcome to the Certificate Import
Wizard

This wizard helps yvou copy certificates, certificate trust
lists, and certificate revocation lists From your disk bo a Swindows can automatically select a certificate store, or you can specify a location for

certificate store.
O Automatically sslect the certificate store based on the type of certificate
& certificate, which is issued by a certification . s
a confirmation of your identity and contains inf @ 3glace all certificates in the folowing stors:
used ko protect data or to establish secure nets
conneckions. A certificate store is the system area where Certficate store: o

certificates are kept,

To continue, click Mext.
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Select “Trusted Root Certification Authorities” from the list and then click

“OK”.Then click “Next”.

Select Certificate Store

Select the certificate store you want to use,
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Certificate Import Wizard

Certificate Store
Certificate stares are system areas where certificates are kept,

‘windows can aukomatically select a certificate store, or you can specify a location for
() Automatically select the certificate store based on the tvpe of certificate
(&) Place all certificates in the Following store

Certificate store:

| Trusted Root Certification Authorities | Browse,

Certificate Import Wizard

Completing the Certificate Import
Wizard

| Certfficate Stare Se\ectedrby User Trusted Root
Content Certificate

¥ou have specified the Following settings:
e

|

Click on “Finish”.You will then see
a security warning. Click “Yes”.

‘ou have successfully completed the Certificate Impo--
wizard, Security Warning B

Y¥ou are ahout to install a certificate from a certification authority (CA) claiming ko represent:
Erandonifalley-BY-HSRADILIS-CA

‘windows cannok validate that the certificate is actually from "Brandontalley-BY-HSRADILUS-CA", You shauld confirm its arigin by contacting
“Brandontalley-By-HSRADIUS-CA", The Following number will assist you in this process:

Thurbprint (shal): ATCESSE9 AAB12CDE 17106157 7D4CCI98 1978CL0D

Warring:
1F you instal this rook certificate, Windows wil automatically trust any certificats issued by this CA, Instaling a certificate with an unconfirmed
thumbprint is & security risk, IF you cick "Yes" you acknowledge this risk,

Da you wartk to install this certificate?

It should say that the import was
successful.

Click “OK”.

H rrin | :
Certificate Import Wizard g|

\1‘) The impart was successFul,

In the lower right corner of the screen
you should see the wireless icon with a

red X. Right click on this icon and choose
“View Available Wireless Networks”
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Take note of the name of the wireless network you see here. In this case
it is “RBE-Wireless”, you will need this later.

Click on “Change advanced settings”.

1" Wireless Network Connection

Choose a wireless network

MNetwork Tasks

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get maore

RBE-Wireless

5 ;
..__; Set up a wireld
for a home or

Related Tasks might: need to enter addi

@ Learn about wirelsss
networking

%’:g Change the order of
preferred networks

& Change advanced
settings

-+ Wireless Networ nnection Properties

Click on the “Wireless Networks”  Berioia

‘Wireless Mebworks H Advanced |

Tab. =
1'Wireless WiFi Link 5300 ‘

Thiz connection uzes the following items:

[ ft

.Q File and Printer Sharing for Microzoft Metwarks
.% (o5 Packet 5cheduler

= Intermnet Protacal [TCPAR]

[ Install... ] [ Wrinztall ] [ Properties

Description

Allaws your computer to access resources on a Microsoft
hetwork.

Shaw icon in notification area when connected
Maotify me when thiz connection has limited or no connectivity

oK ] ’ Cancel




In the “Preferred Networks” area if
the network you want to connect to

_L Wireless Network Connection Properties

e

General | "ieless Mebworks E..t‘-\dvanced

is listed here select it and click
remove. Then click “Add”.

Wireless . 't properties
| Association | Authentigation Connection

RBE-\wireless

[ Connect even Phis network iz not broadcasting

wireless network key

This network requires a far the following:

[] Thiz is & computer-to-computer [ad hoc] network; wisless
access points are not used

[ Ok H Cancel ]

Wil ze Wwindows to confiqure my wireless network settings

Levailable netwarks:

To connect to, disconnect from, or find out mare information
about wireless netwarks in range, click the button below.

Wiew Wireless Metworks

Prefered networks:
Automatically connect to available networks in the order listed
below:

Learn about zetting up wireless network
configuration.

[ Ok, H Cancel ]

|. Here you will need to type the
name of the Wireless Network for the
school you are at.You would have

recorded this earlier.
VSE-Wireless
BE-Wireless
RBE-Wireless
FAE-Wireless
BVMS-Wireless
BrandonValley-Wireless

2.The Network Authentication is “WPA2” and 3. Data Encryption is

“AES”.

4. After changing those settings click on the “Authentication” tab.



Make sure the EAP Type is
“Protected EAP (PEAP)”.

’

Then click on “Properties’

Protected EAP Properties

‘when connecting:

Walidate server certificates

|:| Connect ko these servers:

Trusted Roaot Certification Autharities:

] autoridad Certificadora Raiz de la Secretatia de Econamia
[] autoridad de Certificacion de la Abogacia
[] Baltimore CyberTrust Rook
-HSRADIUS-CA
[] Buypass Class 2 CA 1
[] Buypass Class 3 €A 1
[Jca1

2

|

Do nok prompt user ko authorizggnew servers or trusted
certification authorities,

Select Authentication Method:

iSecured password (EAP-MSCHAP v2)

Enable Fast Reconnect
[]Enable Quaranting checks
[ ] Disconnect if server does not present cryptobinding TLY

]

QK

] l Cancel

|
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Wireless network properties

1 Associatinnj Authentication i_ Cornection|

EaP type: | Protected EAP [PEAF) v

[J&uthenticate as computer when computer infarmation 5 avalable

[ Authenticate as guest when user or computer information iz
unavailable

[_ 0k, ] [ Cancel

|.In Protected EAP Properties
under Trusted Root Certification
Authorities find “BrandonValley-
BE-HSRADIUS-CA” and make

sure that box is checked.

2. Check the box that says “Do
not prompt user to authorize
new servers or trusted

certification authorities.

3.Then click “Configure”.




Make sure the “Automatically use
my Windows logon name and
password (and domain if any).” is

NOT checked. And click “OK”.

EAP MSCHAPv? Properties

YWhen connecting:

Automnatically use my Windows logon name and
ipazsword [and domain if any). :

[l

You will need to click “OK”
until all the screens are gone.

OF. ][ Cancel ]

You should see this popup click on it.

71 Wireless Network Connection bad

Click. here to select a certificate or other credentials For
conneckion to the netwark REE-Wireless

Enler Credentials Ll Enter your user name and
password.The same one you use
to log into the computer. DO

NOT enter a logon domain.
Click “OK”.

Lser name: l hensonc | () RBE-Wireless Connected v

Password: | sesesesesees | K eriabled il

connected to thi . To disconnect from this nel

Logon domain: | |

Save this dser name and password For future use

o ] [Ccnel ] You should now be connected.

If you have any questions please feel free to contact one
of the Technology Coordinators.
~Chuck Henson

chuck.henson@k12.sd.us - 605-359-7546
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