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This will describe how to connect a personal
computer to the schools wireless network.

First step is to get a Personal Wireless Device Request form from one of
the Technology Coordinators:
Curt.Vlaminck@k|2.sd.us * Paul.Berndt@k12.sd.us * Chuck.Henson@k]|2.sd.us

Download the security certificates.
You will need to do this next step for each security certificate:
Right on one of the certificates click and

then click “Install Certificate”.

Open
Install Certificate
Open with...

Share with 4

Restore previous versions |
Send to »
E Cut

Copy

i Create shortcut
| Delete

g | Rename

Il | Properties

The Certificate Import Wizard will come up. Click “Next”. Then choose
“Place all certificates in the following store” and then click “Browse”.

Certificate Store

Certificate Import Wizar

Welcome to the Certificate Import
Wizard

l Certificate stores are system areas where certificates are kept.

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

A certificate, which is issued by a certification authority, is 1@ utomatically select the certificate store based on the type of certificate!
a confirmation of your identity and contains informa’
used to protect data or to establish secure network
connections. A certificate store is the system area w
certificates are kept.

() Place all certificates in the following store

To continue, dick Next.

Learn more about certificate stores
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Select “Trusted Root Certification Authorities” from the list and then click
“OK”.Then click “Next”. [ Certe import Waard =
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@) Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store
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Completing the Certificate Import

wizard a security warning. Click “Yes”.
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Click on “Finish”.You will then see
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It should say that the import was
successful.

Click “OK”.

In the lower right corner of the screen you
should see the wireless icon with a gold
star. Right click on this icon and choose _ /3
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Troubleshoot problems

“Open Network and Sharing Center”.

Open Netwaork and Sharing Center



Click on “Set up a new connection or network”.

Change your networking settings

'{i;. Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

ick on “Manually connect to a wireless network” and then “Next”.
Click on “M Ity tt I twork” and then “Next”
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&) % Set Up a Connection or Network
-
Choose a connection option
d“ Connect to the Internet .-A-
Set up a wireless, broadband, or dial-up connection to the Internet

Tk Setup a new network

== Configure a new router or access point

[ ¥ Manually connect to a wireless nefwork

w28 Connect to a hidden network or create a new wireless profile.

l-b Connect to a workplace L4

Y Set up a dial-up or VPN connection to your workplace

= Setup a dial-up connection

&3 Connect to the Internet using  dial-up connection

|. Here you will need to type the name of the Wireless Network for the
school you are at.You would have recorded this earlier.

VSE-Wireless
BE-Wireless
RBE-Wireless
FAE-Wireless
BVMS-Wireless

BrandonValley-Wireless

2. The Network
Authentication is

“WPA2”
3. Data Encryption is
“AESH.

Then click “Next”.
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@ ‘:‘f Manually connect to a wireless network
-

Enter information for the wireless network you want to add

Metwork name; BE-Wireless

Security type: |WPAZ-EntErprise - |

Encryption type: |AES - |

Security Key: Hide characters

[] Start this connection autormatically

[Vl:iConnect even if the network is not broadcastlngi

Warning: If you select this option, your computer's privacy might be at risk,

Cancel




On this screen click on “Change connection settings”.
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o) f‘-}' Manually connect to a wireless network

Successfully added RBE-Wireless

= Change connection settings
Open the connection properties so that I can change the settings.

Click on the “Security” tab. Make sure the Network authentication method
is “Microsoft: Protected EAP (PEAP)” then click on “Settings”.

~
ireless Wireless Network Properties @ BE-Wireless Wireless N

Connection | Security

RBE-Wireless [ ]
Security type: WPA2-Enterprise -
S5ID: REE-Wireless B
Network type: Access point Encryption type: [AES ']

Metwork availability: Al users

[Z]Connect automatically when this network is in range

Chgose a network authentication method:

[] Connect to a more preferred network if available
[M\crosoft: Protected EAP (PEAF) V] Settings

[7] Connect even if the network is not broadcasting its name (S5I0)

R b dentials for th ti
[T]Enable WLAN connection settings u‘;!?r:q Izrg;ﬁg'da; SIS TR caeeRen

Configure...

Advanced settings |




|.In Protected EAP Properties protected EAD Propecics =

under Trusted Root Certification When connecting:
Authorities find “BrandonValley- s ns
BE-HSRADIUS-CA” and make Pl aneet Byt e

sure that box is checked.

Trusted Root Certification Authorities:
[ AddTrust External CA Root

113 [] America Orline Root Certification Authority 1 |=
2' CheCk the bOX that Sa)'S Do [] Baltimare CyberTrust Root b
not PromPt user to authorize Brandonvalley-BV-HSRADIUS-CA
[ Bv-HSRADIUS, Brandonvalley, school
new servers or trusted [] BY-MSRADIUS BrandonValley.schacl
T . L. [ Class 3 Public Primary Certification Authority -
certification authorities. 4 [ [ L

DDo not prompt user to autharize new serygers or trusted
certification authorities,

3.Then click “Configure”.

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) 'I I Configure...

[#| Enable Fast Reconnect

[~| Enforce Metwork Access Protection

|| Disconnect if server does not present cryptobinding TLY
["] Enable Identity Privacy

[ OK H Cancel ]

. Make sure the “Automatically use

-

EAP MSCHAPv2 Properties my Windows logon name and
password (and domain if any).” is
S et NOT checked. And click “OK”.

iy tomatically use my Windows logon name aru:l
password (and domain if any). {

[;

You will need to click “OK” until
all the screens are gone.

ok | | cance |




You should see this popup click on it.

ALk Additional information is needed to connect RBE-Wireless. * *
."_

Click to provide additional information.

3:05 PM

w s

Enter your user name and password.The same one you use to log into the
computer.

Click “OK”.

Windows Security

Metwork Authentication

Please enter user credentials

e

You should now be connected.

If you have any questions please feel free to contact one
of the Technology Coordinators.

~Chuck Henson
chuck.henson@k12.sd.us - 605-359-7546
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