Skyward Educator Access Plus now requires a higher level of security for webpage
transmission.

What this means for the average parent is that you will need to re-create your shortcut
links to your Family Access application.

This document will correct the following error with Family Access.

(I

Brandon Valley School District

Secure Sockets Layer (SSL) is required in order to run this application.

What is SSL?

If you are using Internet Explorer 7, begin with Step 1
If you are using Firefox 2, begin with Step 21.

If you are using Firefox 3, begin with Step 23.

If you are using Google Chrome, begin with Step 28.

If you are using Internet Explorer 6, begin with Step 49.

If you are using Internet Explorer 7, complete Steps 1 through 20.

If you already have a shortcut icon on your desktop, complete steps 1 through 5.
If you do not have an icon/shortcut, begin with step 6.

1. Find your Family Access icon on your desktop or your favorite.

2. Right Click on the icon, and select Properties.

3. On the Web Document tab, change the URL to:
https://fa.brandonvalley.k12.sd.us:444/scripts/cqiip.exe/WService=wsFam/fwemn
uol.w

4. You only have to add an “S” after ‘http’ and a “:444” after
the’fa.brandonvalley.k12.sd.us’



https://fa.brandonvalley.k12.sd.us:444/scripts/cgiip.exe/WService=wsFam/fwemnu01.w
https://fa.brandonvalley.k12.sd.us:444/scripts/cgiip.exe/WService=wsFam/fwemnu01.w

Skyward Educator Access Plus Properties @

General | Web Document ‘ Security

E@ Skyward Educator Access Plus

URL: l‘ https:HFa.brandonvalley.k12.sd‘us:444.fs‘iipts.f( l

shartcut key: | None ]

Visits: Unknown

Change Icon...

I 0K H Cancel ][ Apply ]

5. Click the OK button.
You could also delete the shortcut/favorite and re-create it.
If you receiving a security warning, go to Step 11 to fix it.

If you do not already have a Family Access icon on your desktop, follow steps 6
through 10 to create one.

6. Go to the webpage http://brandonvalley.k12.sd.us
7. Click on Parent Resources, and Family Access (Home)

BV Central Office Middle School Brandon Elementary RB Elementary VS Elementary  Assam Elementary

Brandon Valley High School

Seuthy 1,@ k@,’q@, Depart m@\u@jEd,u,ccafn,@ m
Dislinguished High Sehaol

Daﬂy "LYNX" Student Resources Teachers Resources Parent Resources  Other Interests Photos
Booster Club

Character Counts Survey
Counselors

Dakota Step Test

Drug Survey Results

Lesson Plans

Family Access (School)
Monthly Newsletter

8. This will open a new window with Family Access


http://brandonvalley.k12.sd.us/

9. Right-click on the IE icon in the address bar.

/= hitps:/ifa.brandonvalley.k12.sd. us:444/scripts/cgiip.exe/WService—-wsFam/fwemnu01.w - Windows Internet Explor

P— - | S W=vat)
@\\C_ 2 Ig h!tps:.fj'fa.hrandonvalley.kl2.sd.us:444;‘scripts,fcgiip.exeIWService=wsFamwaemnu01.w Jii|?‘7' R E
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10. Click and drag to the desktop, and select Create Shortcuts Here.

& -
Create Shortcuts Here ]

Create Active Deskkop items Here

Cancel

Now you have an icon on your desktop for your Family Access Gradebook!

If you are receiving a security warning, complete Steps 11 through 20.

{= Certificate Error: Navigation Blocked - Windows Internet Explorer [:l@@

> bt !E https:/{172.20.14.6:444/scriptsfcqiip.exefWService=wsEAplus{seplog01.w V} *2|| % | |Live Search l P~
File Edit View Favorites Tools Help @ -
= »
w o ’QCerﬁficate Error: Navigation Blocked ] | ﬁ 7 @ v |i2b Page ~ ( Tools ~
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@ There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
© Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

@ Internet H100% v




11. Click on the Continue to this website (not recommended) link
12. Click at the top of the screen where it says Certificate Error.
13. Click on View Certificates

{= Skyward - Windows Internet Explorer

@_ 4 lé‘ https:m72.20.14.6:444Iscriptsfcgiip.exefWService:Vi‘f?;!’ Certificate Eror | ¥4 | X {“
X

File Edit View Favorites Tools

"g] Untrusted Certificate
w e

@Skyward {.} -

The security cetificate presented by this e
website was notissued by a trusted
certificate authority.

This prohlem may indicate an attempt to
fool you or intercept any data you send to
the server.

¥We recommend that you close this
wehpage.

About certificate errors

View cedificates

14. This will open up a new window. In this window, click on the Install Certificate

button.
Certificate @@

General | petails | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issuedto: 172.20.14.6

Issued by: 172.20.14.6

Yalid from 8/26{2008 to §/24/2018

If you are missing this Install Certificate Button, CLICK HERE.

15. Click the Next button.
16. Leave the default selections and click Next again.



17. Click the Finish button.
18. Click Yes on the security warning.

Security Warning

'z ‘You are about to install a certificate from a certification authority (CA) claiming to represent:
£ 72.20.14.6

Windows cannot validate that the certificate is actually from "172.20.14.6", You should confirm its origin by
contacting "172.20.14.6", The following number will assist you in this process:

Thumbprint {shal}): 443C1622 AE316894 9D988FDE 134D4EAQD 4A66B912

Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA. Installing a
certificate with an unconfirmed thumbprint is a security risk, If you click "Yes" you acknowledge this risk.

Do you want ko install this certificate?

Yes | No |

19. You should get a new box open stating the import was successful.

Certificate Import Wizard @

1 ) The import was successful,

20. Click the OK button.

You should be able to use the Family Access Gradebook just like normal!

If you are using Firefox 2, continue below.



If you are using Firefox 2, complete Steps 21 and 22.

21. Complete steps 6 and 7 above.

22. When you open the Family Access link, you should be prompted with the
following Error. Click to select Accept this certificate permanently, and click
the OK button.

Website Certified by an Unknown Authority @

Unable to verify the identity of 172,20.14.6 as a trusted site.

C= possible reasons For this error:
- Your browser does not recognize the Certificate Authority that issued the site's certificate.
- The site's certificate is incomplete due to a server misconfiguration.
- You are connected to a site pretending to be 172.20.14.6, possibly to obtain your
confidential information.

Please notify the site's webmaster about this problem.

Before accepting this certificate, you should examine this site's certificate carefully. Are you
willing to to accept this certificate for the purpose of identifying the Web site 172.20.14.67

| Examine Certificate. ..

(&) Accept this certificate permanently I

() Accept this certificate temporarily for this session

(O Do not accept this certificate and do not connect ko this Web site

If you are using Firefox 3, complete Steps 23 through 27.

23. Complete Steps 6 and 7 above.
24. When you open the Family Access link, you should be prompted with the
following Error. Click on the Or you can add an exception link.

172.20.14.6:444 uses an invalid security certificate.

§l & | Secure Connection Failed
q

The certificate is not trusted because it is self signed.

{Error code: sec_error_ca_cert_invalid)

= This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server.

= If you have connected to this server successfully in the past, the error may be
temporary, and you can try again later,

I Or you can add an exception... I

25. When you click on this link, Firefox will warn you about adding an exception.
Click on the Add Exception... button.



¥ou should not add an exception if you are using an internet connection that you do nat trust
completely or if you are not used to seeing a warning for this server,

[Get me out of here! ] [Add Exception... ]

26. Firefox will warn you once again about adding the security exception. Click the
Get Certificate button.

Add Security Exception @

You are about to override how Firefox identifies this site.

) Legitimate banks, stores, and other public sites will not ask you to do this.
Ce )

Server

Location: §2.sd.us:444,fscripts,fcgiip.exe,fwService=wsFamIfwemnu01.w Iget Certificate |

Certificate Status

27. This will show the actual Family Access certificate. Make sure the box is checked
that says Permanently Store this Exception, and click the Confirm Security
Exception button.

Add Security Exception @

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do this.
ce )

Server

Location: {U,14,6:444Iscriptsj'cgiip.eerWService=wsEApIus,fseplog0l4w‘ lget Certiﬁcate]

Certificate Status

This site attempts to identify itself with invalid information.

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized authority.

Permanently store this exception I

[gonﬂrm Security Exception ] [ Cancel

You should now be able to use Family Access like normal!



If you are using Google Chrome, complete Steps 28 through 48.

28. Complete Steps 6 and 7 above.
29. When you open the Family Access link, you should be prompted with the
following Error. Click on the Proceed Anyway button.

/- ~ The site's security certificate is not trusted!

& You attempted to reach 172.20.14.6, but the server presented a certificate issued by an entity that is not

== trusted by your computer's operating system. This may mean that the server has generated its own
security credentials, which Google Chrome cannot rely on for identity information, or an attacker may be
trying to intercept your communications. You should not proceed, especially if you have never seen this
warning before for this site.

—_
[ Proceed anyway ]l[ Back to safety ]
e

P Help me understand

=
30. This will bring you to the Family Access Site. If you would like to install the
certificate, continue with Step 31.

31. When you proceed to the Family Access site, click on the Orange Exclamation
point in the URL bar. This will show you the security information of the page.

32. Click the Certificate Information button.

:Security information

Identity
The identity of this website has not been verified.
o

Connection

@ Your connection to 172,20.14.6 is encrypted with 128-bit
encryption.

Visit history
‘fou have never visited this site before today.
.

Certificate information. ..

33. This will open up the Certificate information window. Click the Details Tab, and
the Copy to File button.



Certificate

Genera

ertification Path

Show: | <all> v|

| Field Value N
EVersion Y3
ESerial number Oe a0 de Se 8 f3 bd b4 4a 2b...
ESignature algorithm shalRSA
Flissuer 172.20.14.6
E\lalid from Tuesday, August 26, 2008 7:5...
EValid to Friday, August 24, 2018 7:57:...
S subject 172.20.14.6

| Eleublic key RSA (1024 Bits) ™

| Copy to File...

34. This will bring you to the Certificate Export Window. Click the Next button.

Certificate Export Wizard @

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store ko your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

To continue, click Mext,

Cancel

35. Leave the Defaults, and click the Next button again.




Certificate Export Wizard @

Export File Format
Certificates can be exported in a variety of file formats.

Select the Format you want to use:

(9 DER encoded binary X.509 (.CER):
(O Base-64 encoded X.509 {.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

nation E snage - PK

[ < Back " Next > ][ Cancel

]

36. In the Filename box, type Skyward Family Access and click Next.

Certificate Export Wizard E]

File to Export
Specify the name of the file you want to export

TiteTrameET

\' Skyward Family Access [ Browse. .. ]

[ < Back H Mext > ][ Cancel

]

37. Click Finish. You should get an Export Successful message. Click OK.

38. In Google Chrome, click the Wrench Icon, and click Options.



Always show bookmarks bar o

History ’ Ctrl+H
Downloads Ctrl+]

Clear browsing data...
Import bookmarks & settings. ..

Options

Help

Exit

39. Click on the Under the Hood tab and scroll down and click on the Manage
Certificates button.

| Basics | Minor Tweak | Under the Hood

[>

Show suggestions for navigation errors

Use DMS pre-fetching to improve page load performance

Web Content
Motify me when a pop-up is blocked

Google Gears: [ Change Google Gears settings

Security

Enable phishing and malware protection

Select trusted SSL certificates.

Manage certificates

Computer-wide SSL settings:
[JusessLz.o

[[] Check for server certificate revocation

v

Reset to defaults

' i PP temm

40. This will bring you to the Certificate Import wizard. Click the Next button.



41. One the next screen, click the browse button to browse for the file you just
created.

Certificate Import Wizard @

File to Import
Specify the file you want ta import.

Eile name:
“ [ Browse... ]

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)
Microsoft Serialized Certificate Store (.S5T)

[ < Back " Next > ][ Cancel ]

42. Select the Skyward Family Access.cer file, and click the Open button.

Open @

Lok i | £ 0.2149.30 ¥ O 2@
g () Installer
| 2) [C)Locales
MyRecent  |[Z)Resources
Documents 2 Ihama
7= B2 Skyward Family Ac»:ess.u:r:r
[£
Desktop

&

My Documents

=

< \
e
3%‘5‘@
=)

E=S

@

. File name: ‘Skywald Family Access.cer v ‘ Open

My Network  Files of type: | %50 Certficate (*cer".crt v/ [ Cancel |

@ﬁ

43. Click the Next button.



Certificate Import Wizard @

File to Import
Specify the file you want to import.

Eile name:
C:\Documents and SettingsivlaminckC.BRANDONYALLEY Local Set | | Browse. .. [

Mote: More than one certificate can be stored in a single file in the Following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store {,55T)

[ < Back ][ MNext > ] [ Cancel ]

44. This Next step is VERY Important. Click on the Browse button, and select
Trusted Root Certification Authority. If you select anything else, it won’t
install the certificate as a trusted certificate. Click the OK button.

Select Certificate Store

(] Intermediate Certification Authorities

-] Active Directory User Object

7 Tricted Puhklichere : bl
< | 3

[] show physical stores

—

[ Cancel J

[ ok

45. Click the Finish button.

46. You will get prompted with a Security Warning. Click Yes to install the
certificate.

47. You should get an Import Successful screen. Click the OK button.

48. Click Close, and Close again.

You should be able to use Google Chrome normally again!



If you are using Internet Explorer 6, complete Steps 49 through 57.

49. Complete Steps 6 and 7 above.
50. When you open the Family Access link, you should be prompted with the
following Error. Click on the View Certificate button.

Security Alert

7%\ Information you exchange with this site cannot be viewed or
© changed by others. However, there is a problem with the site's
security certificate.

@ The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

° The security certificate date is valid.

The security certificate has a valid name matching the name
of the page you are tiying to view.

Do you want to proceed?

[ Yes } [ No [\jiew Certificate ]

51. Click on the Install Certificate button.

Certificate @

General | Detals | Certfication Poth

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: 172.20.14.6

Issued by: 172.20.14.6

valid from 8/26/2003 to 8/24/2018

52. Click on the Next button on the Certificate Import Wizard.

53. Leave the defaults, and click Next on the following window.

54. Click the Finish button.

55. You will be prompted with a Security warning. Click Yes to install.



Security Warning

': You are about to install a certificate from a certification authority (CA) claiming to represent:
=2 17220146

Windows cannot validate that the certificate is actually from "172.20.14.6", You should confirm its origin by
contacting "172.20.14.6", The following number will assist you in this process:

Thumbprint {shal}: 443C1622 AE316894 9D988FDE 134D4EAD 4A66B912

‘Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA. Installing a
certificate with an unconfirmed thumbprint is a security risk, If you click "Yes" you acknowledge this risk.

Do you want to install this certificate?

56. You should receive an Import was Successful message.

Certificate Import Wizard @

L3
\l) The import was successful.

57. Click the OK button to close the window.

You should now be able to use Internet Explorer and Family Access like normal!

If you are missing this Install Certificate button. Please complete the steps below.

58. Right-Click on your Internet Explorer icon.
e
{EXBIGTEn

59. Select Run as Administrator, and click Allow to the warning.

Jgstan Open file location
-

#  Run as administrator

Norton Internet Security >
Unpin from Taskbar
Pin to Start Menu



Click here to return to the Step 11.

You should now be able to click on the Install Certificate button, and install the
certificate like normal.

You should only have to “Run as Administrator’” when you want to install the certificate.
You don’t need to do this every time you want to use the internet.



