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ACCEPTABLE USE AGREEMENT
Concerning Information Technology

Purpose of this Document:

The Brandon Valley School District provides Information Technology services for the student
body and faculty. We are pleased to bring the following services to the district and believe that
they offer a vast, diverse, and unique set of opportunities to both students and teachers. These
services include Internet services, web hosting, e-mail services, and other related services
provided via the computer network. The district has made a substantial investment in human
and financial resources to create and maintain these systems. State law requires each district to
have a written policy in place concerning the proper use of Information Technology within the
classroom, which this document outlines.

With access to computers and people all over the world also comes the availability of material
that may not be considered to be of educational value in the context of the school setting.
However, it is the school district’s belief that the valuable information and interaction on these
networks far outweigh the possibility that the user may locate material that is not consistent with
the educational goals of the district. Internet users, like traditional library users, are responsible
for their actions in accessing online resources. In addition, the smooth operation of the network
relies upon the proper conduct of the end users. These guidelines are provided here so that you
are aware of the responsibilities you as an end user are about to acquire. In general this
requires efficient, ethical, and legal utilization of the network. If a user violates any of these
provisions, he/she will be subject to the penalties listed in this document. The signature(s) at
the end of this document is (are) binding and indicates the party (parties) who signed has (have)
read the terms and conditions carefully and understand(s) their significance.

Privileges:
The use of computers and all the services that are provided via them is a privilege. Improper

use of these resources will result in the temporary or permanent loss of these services and/or
other disciplinary measures, including but not limited to: being subject to the school district
discipline policy and being required to monetarily compensate the district for any malicious
damage.

Students who are at risk of failing classes may be subject to temporary restrictions of access.

Every user in the district is expected to follow all local, state, and federal laws when using the
services provided by the district. Failure to do so will result in prosecution.

Rules of Use:

e Students must have permission from a teacher.

e Abusive or vulgar communication is not to be used.

e Downloading, installing or transmitting inappropriate or unapproved files is prohibited. All
software must be approved by the district Technology Coordinator.

e Students must have permission from a teacher to use computer resources to play games. No
internet-based games are allowed.



For your safety, your first and last name, your home address, login password, home phone or
any other personal information should not be given out over the Internet.

Impersonating another individual on the Internet is not allowed. Using or attempting to use
another person’s login to gain Internet and/or network access will be considered
impersonation and is strictly prohibited. Users should not share their password with anybody,
even for a class project. All users are responsible for any violations that occur using their
username. DO NOT SHARE YOUR PASSWORD WITH ANYBODY!

All copyrights are to be respected and used only with the owner’s permission.

The Internet is not to be used for private financial gain. Any auction or online sales sites are
prohibited. Gambling is expressly forbidden.

Cheating is strictly forbidden. lllegal activities are strictly forbidden.

Attempting to circumvent the firewall is strictly prohibited.

Storage of offensive material on any server, hard drive, or user folder is strictly prohibited.
Equipment modifications such as modifying system configurations, removing cables, are
strictly prohibited

Your use of the Internet and related services must be acceptable and in agreement with the
objectives and in accordance with the rules of student conduct of the Brandon Valley School
District and also with state and federal regulations. Internet usage may be monitored. No right
to privacy shall be construed, nor do academic freedom issues apply.

Rules Relating to Specific Services:

1. E-mail

Use of E-mail services that are not hosted by the district or the state are expressly forbidden
to be used on computer systems within the district. Examples of such services are Gmail,
Yahoo & Hotmail accounts.

The state offers email services to all students. These accounts are for educational related
activities only. Propagation of chain letters, joke lists and other forms of mass mailings will
not be allowed. Use of vulgar or abusive language is unacceptable and may be illegal under
current federal law. E-mail accounts are considered property of the state and hence may be
monitored.

. Chat Rooms, Instant messaging, Internet File Sharing, Blogs.

All real time communications between 2 or more persons is strictly limited to educational
purposes in a structured classroom setting facilitated by a faculty member. Use of such
services outside a faculty-moderated situation is forbidden. Downloading and installing
instant messaging clients such as MSN Messenger, Yahoo! Pager, ICQ and others are
forbidden, as is the use of peer-to-peer and file sharing programs such as Morpheus, KaZaa,
Direct Connect, Limewire, AOL Instant Messenger, Bearshare, Grokster and others with
similar functionality. Webpages that are considered blogs are also strictly prohibited. This
includes MySpace, Facebook, and similar webpages.

Web Hosting Services

The state provides web-hosting services for students. The Brandon Valley School District is
not responsible for material hosted at other locations, but will assist authorities in every way
possible should that material threaten the well being of members in the district. All copyrights
are to be respected and used only with the owner’s permission. All student content must be



acceptable and approved by a faculty member or an administrator before being posted to a
district hosted website.

4. Printing
All students must have approval from a teacher before printing a document or image. All
materials being printed must be school related. Printing will be monitored and may have
restrictions enforced if privileges are abused.

5. Hacking, Cracking & Virus Creation
It is the financial responsibility of the student involved in hacking district and state-owned
systems and his/her parents or legal guardians to reimburse the district for costs incurred by
the district. This includes but is not limited to: labor costs for tracking down the user and
repairing any damage done accidentally or otherwise, consulting and legal fees, computer
forensic fees, and fees incurred from outside sources hired by the district. Malicious intent to
spread virus code or related rogue software is also included under this paragraph.

6. Network Security
Security on any computer system is a high priority, especially when the system involves many
users. If you identify a security problem on the network, you must notify the District
Technology Coordinator. Do not demonstrate the problem to other users. Do not exploit this
security hole.

Rules include but are not limited to those listed above. The Brandon Valley School District
reserves the right to add to or make changes to this document upon approval of the district
School Board. Any changes will be made public through the School Board minutes.

Network Use

At log-in, all users will be required to acknowledge understanding the Acceptable Use Agreement
before being allowed access. Parents or guardians of minors will provide confirmation of their
understanding of the Acceptable Use Agreement and give permission for use on the annual
registration card.

Disclaimer:

The Brandon Valley School District will not be responsible for loss of information nor the accuracy
or quality of information obtained through the Internet. The Brandon Valley School District
makes no warranties of any kind, whether expressed or implied, for the service it is providing.
The Brandon Valley School District will not be responsible for any damages you suffer. This
includes loss of data resulting from delays in Internet service, non-deliveries or mis-deliveries of
e-mail, or service interruptions of any kind. The school district policy regarding use of the
Internet and related services will be posted in all computer labs and is available in each school
library.
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